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Abstract for use by other enterprises. Moving up in the paradigm,
from single partners to orchestration of their business re-
Middleware in uenced the research community in de- sources, we nd virtual enterprises to result. Standards
veloping a number of systems for controlling access toas Business Process Execution Language for Web Services
distributed resources. Nowadays a new paradigm for (BPEL4WS) [8] and Electronic Business XML initiative
lightweight integration of business resources has started (ebXML) # are in place to describe the behavior of com-
to hold Business Processes for Web Services. Authorizaplex business and work ow processes.
tion and access control policies for Web Services proto-  The basic approaches to distributed authorization, un-
cols and distributed systems are well-studied and stan- der|ying all modern Systems and mode|S, are identity_
dardized, but there is not yet a comprehensive proposal pased and capability-based access control. The identity-
for distributed access control architecture. This paper pased approach emphasizes and relies on authentication
surveys the available approaches and analyzes them forzs g key property for a distributed application. It re-
a better understanding of what these systems have andquires an entity requesting a service to be, rst, securely
what they still need to address the security challenges. aythenticated and then the actual access control decision
Keywords: Distributed access control, distributed system follows.
security, security architectures, Web services Taking access decisions on the basis of requester iden-
tity becomes a liability for distributed systems o ering
. their services in an open environment to potentially un-
1 Introduction known clients.
o Capability-based systems approach distributed autho-
Access control has been a constant security issue as thejzation in a di erent and scalable way. Instead of relying
electronic commerce sector has_ been deyeloped throughy, entity's identity they rely on user's capabilities in or-
time. At the end of the past millennium it became an ger to take an access decision. The terncredential has

inevitable security issue when the call forintegration of hecome widely used for expressing digital access rights in
enterprise resourcestook a main place in IT development. 4 gistributed environment and the management of cre-

Middleware was a trendy word connected with products gentials emerged as a key issue for a distributed autho-
as CORBA, COM+, EJB that emerged at that time. Fol-  jzation framework. Thus, credential-based access contio

lowing this trend a number of access control systems have[gy 16, 17, 20, 21, 28] becomes the more suitable model for
been developed for distributed e-commerce applicationsenforcirlg distributed authorizations.

using those technologies. Nowadays a new paradigm for
the lightweight integration of business resources of di er- poon referred in the literature astrust management [24],
ent enterprises is starting to take hold { Web Services- especially, in following the early papers by Blaze et al.

based Business Processes. The new paradigm opens ney out KeyNote, PolicyMaker and REFEREE [5, 6, 7, 11].

doors of using the available e-commerce systems. NOW eV yever. we prefer to use the term credential-based access
erything is run over the Web. Web Services are network- .61 A number of later proposals have re ned the lan-

. . . )
accessible using stangjards as UDDI(discovery), WSDL guages used for policies, single credentials or hierarctsie
(interface) and SOAP® as a transport protocol that con- yareof and for their evaluation [14, 15, 19, 30, 31]. How-
nects them. _ _ever, the key focus of these proposals is usually the policy
The general idea of Web Services (WS for short) is 10 5 credential language rather than the overall architec-
encapsulate enterprise resources and make them availablgre \yhich is responsible for the access decision. Weeks

[24] o ers a good survey.

The notion of credential-based access control has also

Twww.uddi.org
2www.w3.org/TR/wsdl.html
Swww.w3.0rg/TR/soap 4www.ebxml.org
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The overall access control architecture is also impor-
tant, as we shall in the rest of the paper, that no matter

362

Moving upward we found the Service Description layer
which is responsible for describing the basic format of

the trust management framework of one's choice there cano ered services (protocols and encodings, where a service

be many di erent approaches.
This paper identi es the security requirements for a

resides and how to invoke it). The standard for describing
the communication details at this layer is Web Service

possible distributed access control system (Section 3). It Description Language (WSDL).

reviews the major architectural approaches available at

The Business Process Orchestrationlayer is an ex-

industrial and academic environments and summarizestension of the service model de ned at the description

them against the security requirements (Section 4). Thus
the paper serves as a good starting point for a better un-

layer. This layer is responsible for describing the behav-
ior of complex business and work ow processes. Intu-

derstanding of what the basic components are when oneitively, business processes are graphs where each node rep-
builds a security architecture for Web Business Processesresents an orchestration activity and primitive nodes are

2 A Primer on Web Services and
Business Processes

A Web Service as de ned by the standard [27] is \an in-
terface that describes a collection of operations that are

network-accessible through standardized XML messaging.

A Web service is described using a standard, formal XML
notion, called its service description It covers all the
details necessary to interact with the service, including
message formats (that detail the operations), transport
protocols and location."

in WSDL. The proposed standard at this layer is the Busi-
ness Process Execution Language for WS (BPEL4WS) [8].

The basic BPEL4AWS primitive activities are the fol-
lowing:

<invoke> invoking an operation on a Web Service.

<receive> waiting for an operation to be invoked by
someone externally.

<reply> generating the response of an input/output op-
eration.

<assign> copying data from one place to another.

More complex activities can be constructed by composi-
tion:

The idea behind Web services is to encapsulate and
make available enterprise resources in a new heteroge<sequence> allows the developer to de ne an ordered se-

neous and distributed way.

Web Services Technology Stack

Layer Standards
Workflow BPEL4WS
Discovery UDDI
Service Description WSDL

Messaging SOAP/XML Protocol

Transport Protocols | | HTTP, HTTPS, FTP, SMTP

Figure 1: Web services technology stack

The WS architecture, as de ned by W3C?, is divided
into ve layers grouped into three main components -
Wire, Description and Discovery (Figure 1). The Wire

quence of steps;
<switch> allows the developer to have branching;
<while> allows the developer to de ne a loop;
<flow> allows the developer to de ne that a collection of
steps has to be executed in parallel.

An example of compositions of services is shown in
Figure 2: a buyer service is ordering goods from a seller
service, i.e. the buyer service invokes the order method on
the seller service, whose interface is de ned using WSDL.
The seller service invokes a credit validation service to
ensure that the buyer can pay for the goods and after that
continues by shipping the goods to the buyer. The credit
validation service can take place at a credit bureau site
in a separate security domain. Notice that a number of
partners participate in the process that therefore crosses
administrative boundaries.

The XML code shown in Figure 2 is a brief exam-
ple of the scenario described above in the notations of
BPEL4WS primitives. The structure of the process-
ing section is de ned by the <sequence>element, which
states that the elements contained inside are to be exe-

component comprises the messaging and transport IayersC“ted in this order. The node content is self-explanatory.

with the SOAP protocol and the XML message format.
Discovery o ers users a unied and systematic way to
nd, discover and inspect service providers over the In-
ternet. There are two standards proposed at this level -
Universal Description, Discovery and Integration (UDDI)
and Web Service Inspection Language (WSIL).

5W3C Web Services Architecture: http://www.w3.0rg/TR/ws-
arch.

3 Authorization Requirements

The advances in communications and networking research
brought distributed systems and applications to the fore-
front place of academic and industrial research. Autho-
rization management has become one of most important
issues concerning those systems and applications. The
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<process name="PurchaseOrder” >

<sequence>

<receive>
Customer
<SendPurchaseOrder>

<invoke>

CreditBureau
<CheckCredit>

<invoke>
ShippingProvider
<RequestShipping>

<reply>
Customer
<SendPurchaseOrder>
/Invoice Processing/
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<process name="PurchaseOrder">
<sequence>

<receive partner="Customer"
portType="purchaseOrderPT"
operation="SendPurchaseOrder"
container="PO">
<[receive>
<invoke partner="CreditBureau"
portType="CheckCreditPT"
operation="CheckCredit">
</invoke>
<invoke partner="shippingProvider"
portType="shippingPT"
operation="RequestShipping"
inputContainer="shipingRequest"
outputContainer="shippinginfo">
<source linkName="ship-to-invoice">
<f/invoke>
<reply partner="Customer"
portType="purchaseOrderPT"
operation="SendPurchaseOrder"
container="Invoice"/>

</sequence>
</process>

Figure 2: Example of a BPEL4WS process

term distributed authorization attempts to comprise the
whole range of issues from work ow level organizational
policies, through service level management of policies, to
low-level security mechanisms and architectures for en-
forcing authorization decisions.

Considering the nature of virtual enterprises { orches-
tration, choreography, global and local business processe
complex business transactions { the picture changes.
Crossing of administrative boundaries becomes the main
bottleneck in tailoring the available access control archi
tectures to WS business processes.

Here we identify the security requirements for a possi-
ble distributed authorization architecture:

Separation of partner's speci ¢ security policies and
requirements from the authorization systenm{ a busi-
ness process spans across many partners, each with
its own security policy and requirements. Consider-
ing the high degree of autonomy of each partner, it is
unrealistic to equalize (restructure) partner's security
infrastructure for each inter-organizational work ow.

Thus an authorization system should stay apart from
the internal representation of each partner's policy
and how local access decisions are taken. To do so,
an authorization system should treat each partner as
a distinct object encapsulating its own mechanisms
for enforcement of security policy.

Support of di erent policy languages { this require-

ment is closely connected with the rst one and
postulates that a distributed access control system
should allow a service provider to de ne its own se-
curity policy in a language best suited for that.

Orchestrating requests of grant/deny/additional re-
quirements of many dierent partners { in a dis-

tributed environment where applications cross sev-
eral boundaries it becomes di cult and cumbersome
to impose a central authority that manages and en-
forces the requirements and policies of partners from
di erent domains. Moreover some partners may not
be willing to disclose their policies directly to the
work ow system or even to disclose them at all. So,
just combining policies from di erent application do-
mains is not su cient.

Client/Servent interactive communications { a client
needs a way to ful Il all partners' requirements. Pri-
vacy considerations make gathering all potentially
needed credentials from a client dicult. Further-
more, this may simply be impossible. An airline may
want to ask con dential information directly to its
frequent iers (e.g., con rmation of religious prefer-
ences for food) and not to the work ow system. We
need a way to interactively disclose required informa-
tion to the client.

Separate entities for policy repository and evaluation
{ this simpli es the authorization server's logic and
reduces the cost of access control administration.

Credential-based access controf as identi ed ear-
lier in this section, it is a mechanism that requires
a client to provide credentials of access rights (e.g.
[28]). These credentials should be acquired before
accessing a service and presented at the time of ac-
cess.

Decentralized security administration { each admin-
istrative domain should have full autonomy of speci-
cation, management and enforcement of its security
policies.
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System All components and their message exchanges are shown

Contracting
] rotocol Inlulm ition in Figure 3.
The approach scales well in a distributed environment
where each application server can choose its authorization

[ server for getting an authorization decision. The idea of

Authorization

Certificate \dentity o oading access policies to an authorization server does

Credentiz . .
'“(‘[‘ I]”:"]\ not tinto the nature of business processes because cater-
o . .
Certificates ing the needs of many di erent partners from one autho-
¢ rization server makes it complex and heavy in evaluating
.mup

st B di erent authorization policies written in dierent lan-
l.I 1hcate guages.
Akenti [21] and PERMIS [10] are systems based en-

tirely on digitally-signed documents (certi cates). Figu re
4 and Figure 5 show Akenti and PERMIS system compo-
Figure 3: Woo and Lam framework [25] nents, respectively.

Akenti's ow model works as follows. When a client

requests an operation it presents an X.509 identity certi -

Modular authorization { allows the authorization ser- cate for authentication. The resource server authenticate

vice to work with current and future authentication the client and then asks the Akenti policy engine for an
and attribute services. access decision. Akenti checks with the cache server for

possibly cached certi cates and if that fails, searches cer

ti cate directories across the Internet. Once Akenti has

all the necessary certi cates, it checks whether the client
satis es the requirements to access the resource and re-
turns the access control decision to the resource server.
The resource server then enforces the decision and re-

turns the result back to the client. The policy engine

4 Access Control Architectures either returns \access denied" or a list of actions that are
allowed. The resource server must know how to interpret

If we look at the proposals for distributed access control and perform the named actions.

architectures [2, 4, 10, 12, 13, 23, 25, 29, 32] one of the Akenti uses three types of certicates: X.509 user
main design features is splitting the server role into two: identity certi cates for authenticating users, rechange-
an Application Server and an Authorization Server, i.e. condition certi cates for specifying the conditions that
decoupling access control logic from application logic and must be met by a user to get access to a resource, and

possibly distribute the access control component [12, 29].attribute certi cates, stored on trusted servers, attesting
that a user possesses speci ¢ attributes.

Each resource provider (called stakeholder) makes as-
sertions about the conditions that must be satis ed by
One of the earliest work on providing a general frame- the user to get access to a resource. These conditions are
work for expressing authorizations was proposed by Woo stated in certi cates signed by the stakeholders and lo-
and Lam [25, 26]. In their work the main component cated on a web server (local or remote) accessible by the
of the system is an Authorization Server that performs Akenti policy engine. User attributes are asserted and
authorization on behalf of an End Server. As shown in signed by trusted authorities and provided as attribute
Figure 3, after a Client has requested the End Server for certi cates. So, to face the distributive nature of applica-
invoking a service, the End Server elects an Authoriza- tions with each resource it is stored a minimal authority
tion Server in order to o oad its access control policy for le which contains a list of servers that supply the at-
further evaluation. Then the Authorization Server takes tribute and use-conditions certi cates.
the nal access decision and hands out authorization cer-  The main disadvantage of the approach is that it sup-
ti cates to authorized Clients. These certi cates are to ports speci ¢ (ad-hoc) structure certi cates for expressing
be forwarded by the Clients to the End Server along with policies and attributes and the centralized nature of gath-
their requests. ering all needed certi cates for getting an access decision

There are three more components in the framework: a The PERMIS infrastructure consists of two main sub-
System Monitor that tracks the system states; a Group systems: the privilege allocation and the privilege veri -
Server that provides group membership information in the cation subsystem. The former is responsible for assign-
form of certi cates (membership and nonmembership); ing privileges to users { issuing X.509 role assignment
and an Authentication Server that authenticates users attribute certi cates (ACs), as well as, signing and issu-
during their initial sign-on, as well as, performs mutual ing a service provider's access policy as an X.509 AC. The
authentication between every two entities in the system. privilege allocation subsystem stores its ACs in a (local)

[dentity
Credentials.
Authorization

Authorization server as a separate entity{ the main
objective is to decouple authorization from applica-
tion logic. The authorization logic is encapsulated
into an authorization service external to the applica-
tion.

4.1 Single Policy-based Access Control
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Authentication
Service
Submit Present
User Access AER Access Tarcet
Request st Request =
kerti polioy
engine
Decisiof
R‘:wa__n Decision
euest . .
Application
[The PERMIS PMIAPL] [ "0
fo e 2 _
ADF
r" J
LDAP  pRetrieve Policy and Role ACs
Directories
Figure 4: Akenti architecture [21] Figure 5: PERMIS architecture [10]

LDAP directory for subsequent use by the privilege veri- thorization server communicates with Identity and At-
cation subsystem. tribute Servers to get additional information for the client.
The privilege veri cation subsystem (Figure 5) authen- However, here one can spot a sample feature meaningful
ticates and authorizes a remote client as well as providesonly for architectures within one administrative domain {
an access decision to target services. In its essence, it iguring the computation of the access control decision the
divided in two subfunctions: the Access control Enforce- authorization server determines whether the user needs
ment Function (AEF) and the Access control Decision Some roles to be activated and attempts to activate them.
Function (ADF). The AEF is application dependent. It Both systems consist of two domains: administrative
authenticates the user and enforces the nal access deci-domain { concerned with setting up and management
sion returned by ADF. The ADF, on the other side, is of privileges, policies, and pro les granted to principals
application independent so it authorizes an already au- and runtime domain { optimized for e cient processing
thenticated user in an independent and consistent way. of authorization requests. The latter uses the informa-
Another architecture close to PERMIS is the Secure tion available in the administrative domain translated in
Mediator by Altenschmidt et al. [1]. Again the problem @ form suitable for getting fast and e cient decisions.
of enforcing authorization is based on digital credentials  Because of the centralized administration of policies
attesting user's eligibility. The Secure Mediator serves & and privileges, each partner has to o oad (reveal) its own
an integrated view of variety of heterogeneous sources andsecurity policies to the authorization server for translation
access to these sources is provided via wrappers. Wrapand evaluation.
pers can be accomplished by using some distributed ob- A widely discussed proposal for distributed access con-
ject managers (e.g., CORBA, software agents etc). The trol is OASIS [3]. Figure 8 shows the interactions between
authors advocate a mediation protocol for secure query a principal and an OASIS secured service. Here, before
answering allowing clients to query resources in a directinvoking a service, a principal has to obtain credentials
manner (with the owner of the resource) or in an indirect indicating activation of speci ¢ roles. To do so, the princi-
way (via the mediator). pal contacts a role activation service, speci ¢ per domain,
The general idea of Akenti, PERMIS and Secure Medi- which issues a Role Membership Certi cate (RMC) that
ator projects is that the information needed for an access stores all the credentials the user has activated (Steps 1
decision, such as identity, authorization, and attributes & 2 in Figure 8). Role activation is carried out by the
is stored and conveyed in certi cates, which are widely Certi cate Issuing and Authentication (CIA) service on
dispersed over the Internet (e.g., LDAP directories, Web behalf of all services in a domain. After the certi cate is
servers etc.). The authorization engine has to gather and issued, it has to be forwarded by the Client together with
verify the certi cates needed for the user's request and a request for a service (Step 3) to the OASIS access con-
then evaluate them to compute an access decision. trol engine. In turn, the access control engine performs a
Other two solutions that share common key principles procedure for certi cate validation (Step 3 in Figure 8b),
in the design of an authorization service are Adage sys-by asking an appropriate CIA service, and then enforces
tem [32] (Figure 6) and an architecture [22] (Figure 7) access control on the base of client's current credentials
deployed by Hewlett-Packard, called Praesidium autho- and the authorization policy related to the requested ser-
rization server. Both approaches o er centralized securiy Vice.
administration and modular authorization. The Applica- The OASIS approach allows decentralized security ad-
tion Server communicates with the Authorization Server ministration of access control policies for autonomous
for obtaining authorization decision. On its side, the au- management domains. It encapsulates each partner's spe-
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Figure 8: OASIS architecture [3] Figure 9: Cross-domain authorization [2]

4.2 Multi-Policy Based Access Control
ci ¢ policy with its internal interpretation and evaluatio n i i )
and interoperates requirements for credentials to service’ Step closer to orchestrating Web Services is by Beznosov
level agreements. et al. [4]. In this work authorizations are managed by
an Authorization Service and its Access Decision Object

The work by Au et al. [2] proposes a technique of using (ADO). Figure 10 shows a message ow between entities
one-shot authorization tokens (Figure 9). A smart card in the architecture for computing an access decision.
is adopted as an authorization device that stores client's ~ The main advantage of the approach is the use of Policy
tokens in a secure and mobile way. In the proposed autho-Evaluators. Policy Evaluators serve as distinct authorities
rization scheme there are three main elements: an autho-each with its own security policies. Their role is to encap-
rization server; a client workstation; and an application sulate di erent authorization policies with their interna |
server. The role of the authorization server is to provide representation and evaluation { a step ahead for address-
initial credentials in the form of an authorization token to  ing the security requirement for separation of partner's
all users under the same administrative domain and to ad- speci ¢ security infrastructure from the authorization sy s-
minister centrally the access control information at each tem.
application server. It is also responsible for the commu-  The sequence of messages leading to an access deci-
nications with other authorization servers from di erent sion is the following. An application server contacts ADO
domains in order to set up the user's initial access rights. server for an authorization decision. ADO obtains refer-
Thus, each partner does not need to o oad (reveal) its ences to all policy evaluators related to the client's re-
policy to the partner orchestrator of the process, but just quest, asks a decision combinator for combining decisions
to issue credentials in a secure token. returned by the various evaluators (according to a suit-
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Figure 10: RAD architecture [4]

able combination policy), and returns the decision back ing to them, which makes it suitable when modeling inter-

to the application server (see Figure 10). active communications between entities in a distributed
The Policy Evaluator returns to the Decision Combina- €nvironment.

tor, as a result of the policy evaluation, reply yes/no/don't

know decision. This is a step towards addressing the

requirement of orchestrating partners' authorization re-

guests. It's a possible approach for orchestrating autho-

rization requests although it is not fully on target. Table 1 summarizes the access control systems described
A more advanced e ort for enforcing and administrat- above and compares them against the security require-

ing authorization policies across heterogeneous systems iments stated in Section 3.

the OASIS eXtensible Access Control Markup Language

(XACML) framework [29]. The main actor here is the

Policy Decision Point (PDP) responsible for retrieving 5 Conclusions

the relevant policies with respect to the client's request,

evaluating them and rendering an authorization decision. There are many access control models for Web Services

The work also considers the combination of di erent poli- and XML documents. For virtual enterprises the picture

cies from various partners using some policy combiningchanges. WS business processes describe the behavior of

algorithms and getting an authorization decision on the complex business logic and form the so called Web services

base of evaluating them. In this case PDP has access towvork ow. Web services work ow may contain many tasks

a partner's security policy, i.e. every partner in a process of di erent levels of abstraction: a (recursive) referenceto

has to reveal its security policy to the PDP in order to be another Web services work ow; a simple task performed

computed an access decision. However, we need a way tby a computer program, a database transaction, etc. On

orchestrate di erent partners' access decisions (reques) these levels of abstraction applying the already reviewed

instead of just combining their policies. architectural approaches for access control is no longer
The other key approach of OASIS consortium is the Se- Su cient.

cure Assertion Markup Language (SAML) standard [18].  Looking at Table 1 we nd a good approximation over

The main objective of the approach is to o er a standard the authorization requirements in proposals [4, 3, 29, 18].

way for exchanging authentication and authorization in- However, orchestrating partners' (end-point) access de-

formation between trust domains. The basic data objects cisions on the work ow level, the major bottleneck for web

of SAML are assertions. Assertions contain information business processes, is not well captured and is still an open

that determines whether users can be authenticated or issue.

authorized to use resources. The SAML framework also Because of the pervasive nature of integrating business

de nes a protocol for requesting assertions and respond-resources from di erent application domains there is a

4.3 Access Control Systems and Security
Requirements
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Table 1: Summary of the access control systems and the authi@ation requirements

Separation

partners'

Spec. sec.

policies
from
AC system

[

Client/

Servent
interactive

comm-ns

partners'

auth.
requests

Combining | Orchest.

di erent

sec.

policies

Support

di erent

auth.

Separate

entities
for policy

repository | languages

and
evalyation

p O

p O

p O

D

[«

p O

Certi cate

based AC

p O

D

[«

p O

Decentralized | Credential/

Security
Admin.

p O

p O

Modular

Auth.

p O

. @ g

D g

D

[

p O

Auth.

Server

p. g

p. g

p O g

P g

D

[«

AC Systems n Features

Woo&Lam

Akenti

PERMIS

RAD
Adage
Praesidium

OASIS
One-shot auth. token

OASIS (XACML&SAML)

pressing need for a proposal that synthesizes all the above
mentioned aspects into one access control architecture for
Business Processes for Web Services.

Acknowledgements

This work was partially supported by the projects:
016004 IST-FP6-FET-IP-SENSORIA, 2003-S116-00018
PAT-MOSTRO and FIRB programme of MIUR under the
RBNEO0195K5 ASTRO.

References

[1] C. Altenschmidt, J. Biskup, U. Flegel, and Y. Karab-
ulut, \Secure mediation: Requirements, design, and
architecture,” Journal of Computer Security, vol. 11,
no. 3, pp. 365-398, 2003.

[2] R. Au, M. Looi, and P. Ashley, \Cross-domain one-
shot authorization using smart cards," in Proceedings
of the 7th ACM conference on Computer and com-
munications security, pp. 220-227, ACM Press, 2000.

[3] J. Bacon and K. Moody, \Toward open, secure,
widely distributed services," Communications of the
ACM, vol. 45, no. 6, pp. 59-64, 2002.

[4] K. Beznosov, Y. Deng, B. Blakley, C. Burt, and
J. Barkley, \A resource access decision service for
CORBA-based distributed systems," in Proceedings
of 15th IEEE Annual Computer Security Applica-
tions Conference (ACSAC'99), pp. 310{319, 1999.

[5] M. Blaze, J. Feigenbaum, J. loannidis, and A. D.
Keromytis, \The role of trust management in dis-
tributed systems security," in Secure Internet Pro-
gramming: Security Issues for Mobile and Dis-
tributed Objects pp. 185-210, Springer-Verlag, 1999.

[6] M. Blaze, J. Feigenbaum, and A. D. Keromytis,
\KeyNote: Trust management for public-key infras-
tructures," in Proceedings of 6th International Work-
shop on Security Protocols LNCS 1550, pp. 59-63,
Springer-Verlag, 1998.

[7] M. Blaze, J. Feigenbaum, and J. Lacy, \Decentral-
ized trust management," in Proceedings of IEEE
Symposium on Security and Privacy pp. 164-173,
1996.

[8] BPEL4AWS, Business Process Execution Language
for Web Services (BPEL4AWS), 2003 (http://www-
106.ibm.com/developerworks/webservices/library/ws-
bpel).

[9] D. Chadwick, A. Otenko, and E. Ball, \Role-based
access control with X.509 attribute certi cates,"
IEEE Internet Computing, vol. 7, no. 2, pp. 62-69,
Mar/Apr. 2003.

[10] D. W. Chadwick and A. Otenko, \The PERMIS
X.509 role-based privilege management infrastruc-
ture,” in Seventh ACM Symposium on Access Con-
trol Models and Technologies pp. 135-140, 2002.



International Journal of Network Security, Vol.8, No.3, PP.361{369, May 2009

[11] Y.-H. Chu, J. Feigenbaum, B. LaMacchia, P.
Resnick, and M. Strauss, \REFEREE: Trust man-
agement for Web applications," Computer Networks

369

[24] S. Weeks, \Understanding trust management sys-
tems," in IEEE Symposium on Security and Privacy
(SS&P'01), pp. 94-105, 2001.

and ISDN Systems vol. 29, pp. 953-964, no. 8-13,[25] T.Y.C.Woo and S. S. Lam, \Designing a distributed

1997.

J. A. Hine, W. Yao, J. Bacon, and K. Moody,
\An architecture for distributed OASIS services," in
IFIP/ACM International Conference on Distributed

[12]

Systems Platforms pp. 104{120, Springer-Verlag,

2000.

W. Johnston, S. Mudumbai, and M. Thompson,
\Authorization and attribute certi cates for widely

[13]

authorization service," in Proceedings of Seventeenth
Annual Joint Conference of the IEEE Computer and
Communications Societies (INFOCOM'98), vol. 2,
pp. 419{429, 1998.

[26] T. Y. C. Woo and S. S. Lam, \A framework for
distributed authorization", in Proceedings of the 1st
ACM Conference on Computer and Communications
Security, pp. 112-118, 1993.

distributed access control,” in Proceedings of Seventh [27] WS ConceptualArchitecture, Web Services Con-

IEEE International Workshops on Enabling Tech-
nologies: Infrastructure for Collaborative Enterprises
(WET ICE '98) , pp. 340{345, 1998.

[14] N. Li, J. C. Mitchell, and W. H. Winsborough, \De-

sign of a role-based trust-management framework,"
in Proceedings of IEEE Symposium on Security and

Privacy, pp. 119-130, 2002.

[15] N. Li, W. H. Winsborough, and J. C. Mitchell, \Dis-
tributed credential chain discovery in trust manage-
ment," Journal of Computer Security, vol. 11, no. 1,
pp. 35-86, Feb. 2003.

[16] R. Oppliger, A. Greulich, and P. Trachsel, \A dis-
tributed certi cate management system (DCMS)
supporting group-based access controls," ifProceed-
ings of 15th IEEE Annual omputer Security Appli-

cations Conference (ACSAC'99), pp. 241-248, 1999.

[17] J. S. Park and R. Sandhu, \RBAC on the Web
by smart certi cates," in Proceedings of the Fourth
ACM Workshop on Role-based Access Contropp. 1{
9, 1999.

[18] SAML,  Security  Assertion
guage (SAML), 2004
open.org/committees/security).

[19] K. Seamons and W. WinsboroughAutomated Trust
Negotiation, Technical report, US Patent and Trade-
mark O ce, 2002. IBM Corporation, patent applica-
tion led Mar. 7, 2000.

[20] SPKI, SPKI Certicate Theory , IETF RFC 2693,
1999.

[21] M. Thompson, W, Johnston, S. Mudumbai, G. Hoo,

Markup  Lan-
(http://www.oasis-

K. Jackson, and A. Essiari, \Certi cate-based access

control for widely distributed resources," in Proceed-

ings of Eighth USENIX Security Symposium (Secu-

rity'99) , pp. 215-228, Aug. 1999.

[22] V. Varadharajan, C. Crall, and J. Pato, \Authoriza-
tion in enterprise-wide distributed system: a practi-
cal design and application," in Proceedings of 14th
IEEE Annual Computer Security Applications Con-
ference pp. 178{189, 1998.

[23] V. Varadharajan, C. Crall, and J. Pato, \Issues in the

design of secure authorization service for distributed

applications," in Global Telecommunications Confer-
ence (GLOBECOM'"98) - The Bridge to Global Inte-
gration, vol. 2, pp. 874-879, IEEE Press, 1998.

ceptual Architecture (WSCA 1.0), May 2001
(http://www-3.ibm.com/software/solutions/webser
vices/pdfiWSCA.pdf).

[28] X.509, The directory: Public-key and attribute
certi cate frameworks, ITU-T Recommendation
X.509:2000(E)j ISO/IEC 9594-8:2001(E), 2001.

[29] XACML, eXtensible Access Control Markup
Language (XACML), 2004 (http://www.oasis-
open.org/committees/xacml).

[30] W. Yao, \Fidelis: A policy-driven trust manage-
ment framework," in iTrust, LNCS 2692, pp. 301-
314, Springer-Verlag, 2003.

[31] W. Yao, Trust management for widely distributed
systems PhD thesis, University of Cambridge, Com-
puter Laboratory, 15 JJ Thomson Avenue, Cam-
bridge CB3 OFD, United Kingdom, 2004. Appeared
as a technical report UCAM-CL-TR-608, ISSN 1476-
2986.

[32] M. Zurko, R. Simon, and T. San lippo, \A user-
centered, modular authorization service built on an
RBAC foundation," in Proceedings of the IEEE Sym-
posium on Security and Privacy pp. 57-71, 1999.

Hristo Koshutanski received M.Sc. in Mathematics
from Plovdiv University "Paisii Hilendarski" in 2001 and
Ph.D. in Information and Communication Technology
from University of Trento in 2005. He has been a post doc
researcher in the eld of security and trust at CREATE-
NET center during Sept 2005 - Sept 2006. He is currently
a post doc researcher in computer science department at
the University of Malaga.

In 2005 he won the E-NEXT SATIN award (The Euro-
pean Doctoral School of Advanced Topics In Networking)
for doctoral research and in August 2005 he was a lecturer
at ESSLLI'05 European summer school.

Dr. Koshutanski won EU Marie Curie EIF Fellow-
ship with host institution University of Malaga for the
period March 2007- March 2009. His research interests
include distributed access control models, trust manage-
ment techniques for digital credential negotiation, seman

tics of access control, digital identity management. He has

co-authored a number of scienti ¢ papers. Contact him
at: hristo@Icc.uma.es



